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COURSE INTRODUCTION

With all the news and stories about hackers, botnets and
breaches involving personal information, it is easy for the
security message to sound over-used and tired. It is easy for
one to say, "It won't happen here.”

Studies and surveys repeatedly show that the human factor
(what employees do or dont do) is the biggest threat to
information systems and assets. People, just like computers,
store, process and transfer highly valuable information. Yet
people remain highly insecure due to lack of education on this.
As a result, cyber attackers are actively targeting the human
element. Until you address the human issue, technology alone
cannot secure your organization. Humans are the weakest link
in the IT security chain clubbed with technology and process
vulnerabilities are making it worse.

COURSE OBJECTIVES

This training prepares members of the board and other senior
management of an organization to understand, assess and
take a proactive stand in cybersecurity. Along the way,
members of the board will be introduced to the threats from
Ransomware, BEC, Malwares and Social Engineering to
Advanced Persistent Threats that can decimate an
organization. Understand why cybersecurity is a board level
concern and how to mitigate and manage it.

COURSE CONTENTS

Introduction to Cyber Security

» What is security, vulnerabilities & O-Days, attack life
cycle, different attack vectors?

* Threats vs. risks, why perimeter defences are failing?
Why anti-virus is not enough?

« Financial implications of a cyber attack
« Why cybersecurity is a C — level activity?

Latest Attack Trends

« Business email compromise (BEC) (Demo)
« Ransomware (Demo)

- Advanced persistent threat (Demo)

« Mobile malwares (Demo)

« Identity theft (Demo)

« Web data breach (Demo)

« Technologies, policies and strategies to defend these
attacks.

LEARNING OUTCOME

By attending this course, participants will be able:
« Understand why cyber security is a boardroom activity.
« Learn the security obligations by role.

« Appreciate the risk management framework.

» Manage cyber risk through a governance framework.

« Mitigate risk through cyber insurance.

 Apply business intelligence to cybersecurity.

+ Handle situation during and after a breach.

ABOUT THE TRAINER

Clement Arul is Chief Executive Officer, Cybertronium Sdn. Bhd.
He is a National and Regional award-winning Cybersecurity
Professional with twenty two years of IT experience in security,
ethical hacking, cyber security framework, security risk &
governance, systems analysis, big data, IloT, design,
development, secure coding, implementation, digital forensics
and project management. Clement is a security consultant for
many multi-national and leading IT companies in APAC region.
A frequent speaker in security events in APAC.

Awards and Recognition:

+ IFSEC GLOBAL TOP 20 CYBERSECURITY PROFESSIONALS 2020,
IFSECGLOBAL, UK

» APAC Cyber Security Professional of the Year 2020, 2019,
and 2017, Global Cybersecurity Excellence Awards.

« Cyber Security Professional of the Year 2017, 2014,
National Cyber Security Awards, MOSTI, Govt. of Malaysia.

WHO SHOULD ATTEND

Members of the board, senior management of an organization,
Company directors, company secretaries, company
secretarial assistants, lawyers, accountants, corporate
consultants and anyone who wants to learn about cyber safety.

Note : No IT knowledge required. Open for all who use

computers | smart devices.
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ADMINISTRATIVE DETAILS

03 March 2022

06 October 2022

Platform Vitual platform

9.00 am - 1.00 pm

Training Methodology Presentation, live demos and discussion

RM300.00 - Standard

RM250.00 - Licensed Secretary.
Member of MAICSA, MIA, Malaysian Bar, MACS, MICPA, Sabah Law Assoc.
& Advocates Assoc. of Sarawak.

SSM CPE Points 4 points

HOW TO REGISTER?

NEW USER (FirSt Time Logln) - Select event code: XXX/22/CEP/WEB
« Check on Available Seat

- Click on Add Participant
« Key in participant’s information

« Click on SIGN UP
« Key in REGISTRATION INFORMATION

Strictly via online registration at } « Click on REGISTER

- Key in USERNAME and PASSWORD ) * Click on Submit
» Check participant's details

« Click on Submit Payment

https://e-comtrac.ssm.com.my

EXISTING USER of SSM EzBiz
Note: Please submit your application within 15 minutes. Otherwise

« Key in USERNAME and PASSWORD the system will automatically cancel your transaction and you
« Click on SIGN IN will lose your seat(s). Please re-apply if you wish to proceed.

Full payment shall be made at the point of registration.




TERMS & CONDITIONS

for Registration of Training Programmes under COMTRAC

All registrations MUST be applied through e-COMTRAC. Upon submitting the registration application, you are deemed to have read and accepted the terms and conditions.

A participant is allowed to attend ONE programme per day to be eligible for certificate of attendance. Request for refund will not be entertained if you have registered for

more than one programme per day.

No walk-in is accepted and no admission to the training programme without the confirmation slip for classroom training.

Webinar Access Link

A notification e-mail with the webinar access link will be sent at
least 1 day before the commencement of the webinar. The
access link is unique for registered participants and should not
be forwarded or shared with others.

Certificate of Attendance

Participant will be issued a Certificate of Attendance upon full
attendance of the programme and payment is received.

SSM will charge an administrative fee of RM30.00 per copy for
any replacement of certificate due to errors in name or
identification card number wrongly filled by participant /
representative during registration or loss of certificate, etc.

Cancellation [ Absent

No refund application is entertained if participant decides to
cancel his registration or fails to attend a programme.
Replacement of registered participant is not allowed.

Transfer

Transfer of registration fee to another programme is not
allowed.

Personal Data Protection Notice

Your personal data and other information provided in this
application and including any additional information you may
subsequently provide, may be used and processed by
COMTRAC/SSM as a reference in future to communicate with
you on our training programmes/events. In line with the Personal
Data Protection Act 2010, we wish to obtain your agreement and
consent for using your personal data. If you do not consent to
the processing and disclosure of your personal data, you
should send an e-mail to us at comtrac@ssm.com.my.

Copyrights

The materials of the training programme are solely for
participants’ personal use. No part of these materials may be
stored, reproduced or transmitted in any form or by any means,
including photocopying, e-mailing and recording, without the
written permission of the author or The Companies
Commission of Malaysia (SSM). Information contained in these
documents is understood to be correct at the time of writing.
The assessments and views expressed in these materials shall
be treated/ regarded purely for public information and
discussion and it does not constitute formal advice. The views
provided are for general information to provide better clarity
and understanding of the subject matter. It should not be relied
upon as an alternative to specific legal advice from your lawyer
or other professional service provider. If you have any specific
issues and/ or questions about any legal matter, you should
consult your lawyer or other professional service provider. In no
event shall the Companies Commission of Malaysia (SSM) be
liable for any damages, whether in an action of contract,
negligence or other tort, arising from the contents in these
materials.

Human Resources .
Development Corporation

Suruhanjaya Syarikat Malaysia is registered as a training
provider with HRD Corp under GOVI000117857. This training is
claimable under SBL Scheme (employer needs to apply for
grant at least one day before the commencement of training).

Disclaimer

SSM reserves the right to cancel the programme, change
date(s), venue(s), speaker(s) or any other changes due to any
unforeseen circumstances that may arise without prior notice
to participants. SSM also reserves the right to make alternative
arrangements  without prior notice. SSM accepts no
responsibility for death, iliness, injury, loss or damage of any
property belonging to, or financial loss by any persons
attending the programme, whatever the cause. SSM shall not
be responsible for any costs, damages or losses incurred by
participants dues to the changes and / or cancellation. SSM is
not responsible for the integrity of participants’ computer or
device, your internet signal bandwidth, or any other
consideration outside of the control of SSM.

SSM shall not be responsible for any problems or technical
malfunction, including, without limitation, the acts, omissions,
problems or malfunctions of any telephone network or lines,
computer online systems, servers, computer equipment,
software, failure of e-mail, traffic congestion on the internet or
at any web or combination thereof.

All information contained in the brochure is correct
and accurate at the time of publication.



COMPANIES COMMISSION OF MALAYSIA
TRAINING ACADEMY & KNOWLEDGE
MANAGEMENT DIVISION

@ Companies Commision of Malaysia

Level 12, Menara SSM@Sentral
No.7, Jalan Stesen Sentral 5
Kuala Lumpur Sentral

50623 Kuala Lumpur.

Q4 +603 2299 4906 / 4440 | 4441 | 5308

P4 comtrac@ssm.com.my




